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Agenda

• What can AD integration do

• How does it work

• Configuration steps

• Agent deployment

• LDAP Queries

• Registry Keys

• Troubleshooting
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What can AD integration do

+AD integration automates the configuration of OpsMgr agents 

installed on AD member computers.

+Agent configuration information is maintained centrally in the 

OpsMgr console and published to the ADs.

+Agents are distributed to the servers manually, using software 

delivery methods or as part of the OS installation. When they are 

first started they pull their configuration from AD.

- Agent deployment and patching must be done outside of OpsMgr.

- AD Controllers and already push installed agents can not participate
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How does it work
Local Domain Configuration

1. RMS gets computer 

accounts from AD using 

LDAP

2. RMS writes config 

information as Service 

Connection Points and 

Security Groups to AD 

container 

OperationsManager

3. Agents query AD on 

start, then hourly and 

learn their 

management group 

membership and 

management servers
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How does it work
Untrusted Domain Configuration
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Configuration steps

Prerequisites
– Domain functional level must be higher than ‘Windows 2000 Mixed’

– Enable ‘Review new manual agent installations’

– RunAs User Account (in each domain)
RMS performs AD querying and writing with a user account. When working only with 

the local or trusted domains, it is optional as the RMS’ machine account may be 
used. Using a RunAs Account instead of the RMS’ name prevents from having to 
reconfigure the container objects when the RMS role is moved.

– Security Group (in each domain)
Above user account will be made a member of a security group. For local and 

trusted domains the existing group, that the OpsMgr administrators are members 
of, should be used.

– LDAP access (RMS to each domain)
The RMS server needs LDAP access (TCP 389) to at least one DC of each domain. 

Check if firewalls are blocking traffic to remote domain controllers.

– DNS resolution (RMS to each domain)
Optional: If the RMS is able to resolve the DNS namespace of untrusted domains, the 

configuration doesn’t have to rely on IP addresses.

– Server grouping algorithm
Know how to group the server accounts by LDAP query expressions to share the load 

between management servers.
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Configuration steps

Run MomADAdmin.exe (once in each domain)

MomADAdmin prepares the OperationsManager container.

– Can be run on any member server

– Requires Domain Admin rights

– MomADAdmin.exe is found in the SupportTools folder of the 

installation media

– Usage: MomADAdmin ManagementGroupName MOMAdminSecurityGroup 
{RootManagementServer | RunAsAccount} Domain

– Example: MomADAdmin LAB MGMTDOM\G-ADM-OpsMgr-Administrators 
MGMTDOM\svcOpsMgrAgtAs MGMTDOM
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Configuration steps

OperationsManager Container

• Visible when ‘Advanced Features’ 

are activated in Active Directory 

Users and Computers

• Must not be modified manually

• Can be deleted and then 

recreated by running 

MomADAdmin.exe again
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Configuration Steps

Define Run As Accounts

Optional when working with local (trusted) domain and RMS’ account

• The Run As Accounts for each domain must be configured in OpsMgr’s 

Operations Console as ‘Windows’ account type

Define Run As Profiles

Optional when working with local (trusted) domain and RMS’ account

• Each Run As Account must be assigned to a Run As Profile in OpsMgr’s 

Operations Console. Target Computer: RMS

• Run As Profiles should be saved to ‘Default Management Pack’

• Built-in profile ‘Active Directory Based Agent Assignment Account’ 

may be used for the local (trusted) domain
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Configuration Steps

Configure Auto Agent Assignment

Must be configured for each MS or GTW to which agents must report

• In OpsMgr’s Operations Console, Administration, choose ‘Configure 

Active Directory (AD) Integration’

• Add one rule per domain if they reside in a multi-domain forest

• Choose appropriate domain name, DC FQDN or IP address and Run As 

Profile (use default if configuring local domain and RMS’ account)

• Paste or generate LDAP query. Results should not overlap.

• Optionally exclude computers using their FQDN

• Configure agent failover

ĄAgent assignment rules are saved to ‘Default Management Pack’

ĄTheir names start with ‘AD rule for Domain:’

ĄThe RMS executes them hourly
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Configuration Steps

OperationsManager Container

• Check if the Service Connection Points and Security Groups are 

created and the Security Groups members are set correctly.
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Configuration Demo
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Note on RunAs Account Monitors

• RMS checks RunAs user account validity using two monitors

– RunAs Account Monitoring Check

– RunAs Successful Logon Check

• Untrusted domain accounts cause alerts as the RMS tries logging on 

targeting its own domain, triggering the monitors

– Event ID 7000, 7015 and 7016 are logged to Operations Manager log

– Event ID 529 to security log

• Workaround 

– Disable above monitors from Operations Manager 2007 MP using overrides

– Replace them, excluding events referencing untrusted domain accounts 

in the event description

– Example: Custom.AD.Integration.Untrusted.Extension.xml

(must be renamed after download)

http://rburri.files.wordpress.com/2008/11/customadintegrationuntrustedextensionxml1.doc
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Agent Deployment

Agents that participate in AD integration, can not be rolled out using 
OpsMgr’s built in push installation mechanism. Instead they must be 
installed manually, by software delivery or be included in the OS 
installation.

Command line installation

– Command: MomAgent.msi /qn USE_SETTINGS_FROM_AD=1 
USE_MANUALLY_SPECIFIED_SETTINGS=0

– Hotfix: msiexec /p [Full Path to Transform 1].msp;[Full Path to Transform 
2].msp /qn

– MSI transform hotfix packages (.msp files) can be found on a 
patched management server: c:\Program Files\System Center Operations 
Manager 2007\AgentManagement

Approve installed agents

– OpsMgr’s Operations Console Ą Administration Ą Pending 
Management
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LDAP Queries

Syntax

(<logicaloperator><comparison><comparison>...)

(<attribute><operator><value>)

Examples

(&(objectCategory=computer)(operatingSystem=*Server*))

(&(objectCategory=computer)(!(location=*))(|(name=*srv*)(name=*cpt*)))

(&(objectCategory=computer)(memberof=CN=Group,OU=Role,DC=OTHER,DC=PLACE))
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LDAP Queries

Query for OpsMgr AD integration

• Has to return a list of computer accounts

• Filter accounts by their attributes and security group membership

• OU membership filtering requires workaround

– Create security group per OU (see SystemCenterForum.org)

– Add distinguishedName to otherwise unused account attribute 

which allows wildcard filtering (see post on my blog)

• Filter sets should not overlap

• Test using ‘Active Directory Users 

and Computers’ or ldp.exe

• Use ADSIEdit.msc to browse 

computer attributes

http://systemcenterforum.org/wp-content/uploads/ADIntegration_final.pdf
http://rburri.wordpress.com/2008/10/27/ad-integration-based-on-ou-membership/
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LDAP Queries

ASCII 

character

Escape 

sequence

* \2a

( \28

) \29

\ \5c

NUL \00

Operator Description

| OR

& AND

! NOT

= Equals

~= Approx. 

equals

<= Less than or 

equal

>= More than 

or equal

Computer Account Attribute Remark

description Computer description (in AD)

distinguishedName DN: OU location of the computer account 

can be read from here. No wildcard 

matching possible!

dNSHostName FQDN

location Location field

memberOf Groups the computer account is a member 

of. No wildcard matching possible!

name Netbios computer name

operatingSystem e.g. Windows Server 2003

operatingSystemServicePack e.g. Service Pack 1

operatingSystemVersion e.g. 5.2 (3790)

primaryGroupID 515: Computers

516: Domain Controllers

sAMAccountName Computer account name ([name]$)

sAMAccountType always 805306369 (computer account)

servicePrincipalName list of registered SPNs

Attributes, operators & special characters
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LDAP Queries

Useful snippets

Limit the query to computer accounts

(objectCategory=computer)

(sAMAccountType=805306369)

Excludes Domain Controllers

(!(primaryGroupID=516))

Excludes OpsMgr Management Servers and Gateways

(!(servicePrincipalName=MSOMHSvc/*))

Resolves nested security groups (requires at least Windows 2003 SP2)

(memberOf:1.2.840.113556.1.4.1941:=CN=Admin,OU=Security,DC=DOM,DC=NT)

Returns odd servers if their netbios names end with a number (e.g. AnySrv101)

(|(name=*1)(name=*3)(name=*5)(name=*7)(name=*9))
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Registry Keys

Registry keys on the agent

• Enable AD Integration Key

HKLM\SYSTEM\CurrentControlSet\Services\HealthService\Parameters\ConnectorManager

EnableADIntegration (DWord)

Should not normally be changed. Warning Event 211 on DCs can be safely ignored. If required set this value 

to 0 to prevent a push installed agent from reading configuration from AD for an additional management 

group.

• AD Poll Interval

HKLM\SYSTEM\CurrentControlSet\Services\HealthService\Parameters\ConnectorManager

ADPollIntervalMinutes (DWord)

Agent polls AD every 60 minutes by default. If you absolutely must you can add this key to change the 

polling frequency.

• Is an agent configured by AD?

HKLM\SYSTEM\CurrentControlSet\Services\HealthService\Parameters\Management Groups\[MGName]

IsSourcedFromAD (DWord)

If above key is present then an agent has read the configuration for that management group from AD.
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Troubleshooting

Event 20064 on agent (multiple primary relationships)

– LDAP queries overlap

– Improper permissions on OperationsManager container
Agents connect to wrong MS - Event 20064 (Manageability Team Blog)

Event 20070 on agent (agent not authorized)

– Agent was not acknowledged (see pending management)

– MS or GW does not have read access to computer account’s 

container
Agents unable to communicate in remote domains (Manageability Team Blog)

Event 21016  on agent (no failover)

– Specify valid failover configuration in AD assignment rule (do not 

use automatic setting)

– Check that [MSName2]_PrimarySG_[number] is a member of 

[MSName1]_SecondarySG_[number] security group and vice versa
ĄAppears in untrusted domain setup (to be fixed)

ĄWorkaround: Add the Primary security groups manually to the secondary 

security groups. Repeat every time groups are recreated

http://blogs.technet.com/smsandmom/archive/2008/11/05/opsmgr-2007-agents-connect-to-the-wrong-management-server-and-generate-20064-events.aspx
http://blogs.technet.com/smsandmom/archive/2008/11/05/opsmgr-2007-agents-connect-to-the-wrong-management-server-and-generate-20064-events.aspx
http://blogs.technet.com/smsandmom/archive/2008/11/05/opsmgr-2007-agents-connect-to-the-wrong-management-server-and-generate-20064-events.aspx
http://blogs.technet.com/smsandmom/archive/2008/11/05/opsmgr-2007-agents-connect-to-the-wrong-management-server-and-generate-20064-events.aspx
http://blogs.technet.com/smsandmom/archive/2008/11/07/configmgr-2007-agents-in-remote-domain-are-unable-to-communicate-with-the-management-server.aspx
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Resources & Links

Systemcenterforum: ADIntegration_final.pdf

Microsoft Training Video: Enable AD Integration

OpsMgr Product Team Blog: How AD integration works

Manageability Team Blog: Enable untrusted domain integration

Steve Rachui's Blog: AD Integration deep dive

MSDN: Creating LDAP Query Filter

Raphael Burri's Blog: Integration LDAP query based on OU

http://systemcenterforum.org/wp-content/uploads/ADIntegration_final.pdf
http://www.microsoft.com/winme/0703/28666/Active_Directory_Integration_Edited.asx
http://blogs.technet.com/momteam/archive/2008/01/02/understanding-how-active-directory-integration-feature-works-in-opsmgr-2007.aspx
http://blogs.technet.com/smsandmom/archive/2008/05/21/opsmgr-2007-how-to-enable-ad-integration-for-an-untrusted-domain.aspx
http://blogs.msdn.com/steverac/archive/2008/03/20/opsmgr-ad-integration-how-it-works.aspx
http://msdn.microsoft.com/en-us/library/ms675768(VS.85).aspx
http://rburri.wordpress.com/2008/10/27/ad-integration-based-on-ou-membership/

